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mMsdaiudeyawuy RAID

JYUUPIEUY

gunsalssuuATeTNY

Poyaguhuuig 9 Wi grudeya denans uag liagunm
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(1)  Forensic data acquisition tools

(2)  Write blockers

(3)  Triage/Preview tools

(4)  Forensic examination tools
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http://forensicswiki.org/wiki/Tools
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(1) Forensic data acquisition tools
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LUULﬂiaﬂmaﬂﬁuﬂﬁmLuwagamﬂ%aﬂg’mm 8 UVNVUATITALIT LAy YDNALIT

(1.1 wilagniauas
usiazguarsesiunsieusefiussafaniiuuusng 9 1wy IDE, SATA fiauanansadesiy
n1sfguiudeyaduaty (Write block), @a1u1sadundeyavateyaniouiuls uag
AN130RIA VR ILIAAILBTLUUAN 4 19U MD5, SHA1, SHA256 LiteBudunnugnies
psutuvasteyandinniaiadumsdiundoyald fegratu Voom Hardcopy 3P/,
Logicube, Image MASSter wag Tableau TD3 Hudu

(1.2)  vilnwendwas
Fossurerdurfuunsuiiames lnsideudedetuiindeyaduaty uasdetuiindeyad
wiosldauiisnduiinduundeya hiuiniesneufninesifurendug sensdiaung
ffanuanunsalunislestunisidouivdoyaduatu uidmivgenduilianse
doatumaiBeuls deudeudedetuiinteyaduatuirfuiniesnouinmesingunsal
Write blocker @18 29814911 U FTK Imager, EnCase, F-Response, dd/dcfldd,
MacQuisition, Dumplt (§w5uLiu RAM) hag RamCapture (wsuiiu RAM) 1Hudu

(2) Write blocker

Hugunsaitlesfunisideuiudoyadiuatiu fnateuuy (nterface) Tuagiunisdeusiofude
fuiindoyaduatuiifesnisdiiun 1y USB, SATA, IDE, SCSI, SAS Tunisldauazideusiafy
ADUNILADIHIUNDIARAS 9 16 18U USB, FireWire, eSATA @1981319U Tableau Wwag Digital
Intelligence Judy

(3) Triage/Preview tools

(4)

Juedeailelilunmsdnnsestoyafimainiedestuaionudngiu el ldteyaidosiun
og199n157 lidesseliidiundeyaiaianou Tnsirdesiioas anunsauansnadoyauvunady
Usznneng 4 18 shlvanansoliesgideyaiinuldiiitu Tagliviliteyalundngudeuuas
$1987919Uu ADF Solution, DFF (Digital Forensics Framework) ka IEF (Internet Evidence
Finder) 18ugiu

Forensic examination tools

Junsesiloriviiaseideyalundngu Taawedesiieazuvasdoyadigniivluiising 9 Tuguuuy
e 9 Tureuiimesvieindesiodoasindoud Teenunlugluvuiiauansasuliie lae
ipsesiioanunsnsnseazmNUAfURTRNL Wy aansansesdeyaUstianiidesns, dni3es
foya, dume, ffeyafignauluudy suiauimsdamstoyavesurazails Wudu fogadu
FTK, EnCase, X-Ways Forensics, IEF, BlackLight, The Sleuth Kit wag SIFT Workstation Wuduy
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ALY (Hash Value) maneds Anamzildainmasuaidemvestoyadoilsidunsadnaans
Juadleuansiifievesdoya 1Hduduaugniesasufuestoya Tasadiinduavgiu 16 A
gautiuey Tuegfuiladduiild Adeuldud MDs deflouin 16 lud (128 T) Fetfuen MD5 Fauni
2willéifio 21128 A way SHAT Beflona 20 Tud Wuduy

System log wuefis fonvesszuu wieldmudayatieatunisaerinisvieu Useianisldau
svdeRanainfiiavuluszuy

Application configuration #1883 N15AIAINITVINUTBILOUNELATY
Email server log 1anefis danvesdiuaidsniies wiadeyaneaiulseifnissudbiuauwnavatuves
wiaz Uy Ald deya wu fds 45U dnldsudnudua Junainisiuddwe Judu

Web server log nuneiis aenuediui@sniies de1auseneulismedannisidnldeu (Access log)
wavdentananain (Error log)

aa o

Forensic data acquisition vanefis MIdUITaLAINTNENILATES InevluasiinisAuina uay
guduanugniesmsumuvesdiudeyaila

Virtual machine #1188 Asufidtnesiaiiouiignitassvuuinislusunsuianiglineluiaies
ARLIMTTIENUITY wazlianuanansalunsvinumilouiunsuiamesass
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