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CHANGE: CHALLENGE TODAY’S SECURITY THINKING.
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Topics of interest

General themes
Cybersecurity workforce updates
Government-led cybersecurity framework

Cybersecurity fundamentals - An unknown factor & Outside in

and Inside out monitoring

Legal issues

Visiting Google and Microsoft
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E %) ThaiCERT

Thailand Computer Emergency Response Team
www.etda.or.th a member of ETDA



ThaiCERT
RSA Conference 2015 E NS O © ThaiCER]

www.etda.or.t

April 2015
Venue : Moscone Center,

San Francisco

RSA 2015 - Bigger Security Conference

than last year

- > 30,000 Attendees : , - . R il s o

RSZ\'_ConferenceZOlii;; = RSAGonterencicy

- > 400 Exhibitors and Sponsors

- > 550 Speakers



Exhibitions

ETDA ® Thaicert

N WSs) a member of ETDA
www.etda.or.th

Two expo halls, hundreds of
solutions featuring threat-
centric security solutions to
- provide visibility and
security management
services,
deliver threat
Intelligence,

- and protect from
advanced threats (loT,
Cloud)

- Big Data



Passes

E

NWS3SD
www.etda.or.th

Compare Passes

Explorer

Full Expo

ACCESS/BENEFITS b Plus
(Sold
Out)

MONDAY EVENTS
Orientation YES
Innovation Sandbox YES YES
Seminars A YES YES
SANS Tutorials S $
ISC)? Certificati
( _] | ertification s s
Training
KEYNOTES &
SESSIONS
Keynotes: Tuesday YES YES
Keynotes:

YES YE
Wednesday - Friday >
The Viewing Point YES YES
Track Sessions YES o

Explorer
Expo

YES
YES

YES

YES*

Tutorial
Only

YES

YES

YES*

ThaiCERT

Thailand Computer Emergency Response Team
a member of ETDA



Breakout Sessions E @ ThaiCERT

NWSEJ a member of ETDA

More than 20 concurrent tracks covering

« Analytics & Forensics « Identity (New)

 Application Security  Industry Experts

« Association Special Topics « Keynotes

 Breaking Research e Law

 C-suite View (New) « Mobile Security

 Cloud Security & Virtualization « Policy & Government

« Cryptography  Professional Development

« Data Security & Privacy « Security Strategy

« Governance, Risk & Compliance - Securing the Ecosystem (New)
« Hackers & Threats « Security Trends & Innovation
« Hackers & Threats Advanced « Technology Infrastructure &

« Human Element Operations



Internet of Me ETDA % thaicert

NWSEJ a member of ETDA

www.etda.or.th

® Internet of Things is coming to your organization whether you want it or not

Things are about you as a consumer and sensors
Compute Power (Cloud)
Network Connectivity (Internet, LTE, WIFI)

Proximity Communication (NFC, Bluetooth)

®* Implication

Hard to define your enterprise network perimeter
Patch management is impossible (things use too many Oses and Apps)
Goal of Security is damage containment to minimize adverse impact

Require timely detection and response



Cybersecurity Readiness Goals

Goal #1: Understand Lines of
Authority and Roles
* Responsibility

* Organizational view /approach to
cyber incidents

e  Communication

Goal #2: Increase Preparedness

* Understand effects of plans and
procedures

e Create level of confidence and
prevent future panic

E @) ThaiCERT

omputer Emergency Response Team

N WSs) a member of ETDA

www.etda.or.t

Goal #3: Increase Awareness of
Gaps and Vulnerabilities

Investigative Capabilities

Detection & Reporting (Process &
Communication)

Vendor management

Security Awareness buy-in and
commitment of resources

Goal #4: I[dentify Points of External
Interaction

Individuals
Agencies
Press & Social Media

Vendors



Operations when network is compromised ETDA ‘@ ThaiCERT

NWSEJ a member of ETDA

www.etda.or.th

If you have not detected an

attack /compromise in the last 6 Protection is |deal

But

month, it is not because it is not
Detection is a Must

happening — it is because you are

not looking in the right areas [ ]

Focus on outbound traffics:

Detection ingress traffics ->
- Number of connections 9

) source of attacks
- Length of connections , )
Detection egress traffics ->
-  Amount of data
. cause of damages

- Percent that is encrypted

- Destination IP Addresses

Talk to management:
What percentage of your budget are you spending on coffee and
maid service compared to on cybersecurity?



E @ ThaiCERT

Thailand Computer Emergency Response Team

N WSs) a member of ETDA

US Government Information Sharing

STIX/TAXII ECS

. . SPARTL o
ISAO [ ¢ 7 ¢
. = °):
- : /&
\ 2
ND SEY

CISCP NCCIC

ISAC

STIX/TAXII = Structure Threat Information Expression/Trusted Automated Exchange of
Indicator Information

CISCP : Cyber Information Sharing and Collaboration Program ->Threat sharing

ECS : Enhanced Cybersecurity Services -> Provide confidential data to ISPs

NCCIC : National Cybersecurity & Communication Integration Center (NCCIC) -> US-CERT &
ICS-CERT

ISAC/ISAO : Information Sharing and Analysis Center/Organization



ISACs in US E @ ThaiCERT

N w S E] a member of ETDA
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RSA 2015 Slides and Keynote VDOs EIPSAB & ThaiCERT

15

www.etda.or.th

Presentation Slides

http://www.rsaconference.com/events/usl5/agenda or

Search with keywords “rsa 2015 agenda”

Keynote VDOs

http://www.rsaconference.com/events/us15/agenda/keynotes

Seach with keywords “rsa 2015 keynotes”



CYBERSECURITY WORKFORCE UPDATES

HAN1581593304 Global Information Security Workforce Study Uszs1d 2015 Tag (ISC)2

http://www.isc2cares.org




Status of the Industry: 2015 Global Information Security Workforce Study
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CISSP vs non-CISSP 1l

T
Let’s talk about why you are here: Study Shows Salariesy =sc

Increasing!

US-Based Security Analysts in Private Sector US-Based Security Analysts in Private Sector

(1SC)2 Members with CISSP Certification Non-Members without CISSP
Certification

$200,000 - - 7% $200,000 - - 7%
180,000 - 3 T
$ aRnas -+ $180,000 | 6%
$160,000 - 17 $160,000 - 5.6%
$140,000 - - 5% $140,000 - - 5%
$120,000 - 49 $120,000 - - 4%
$80,000 - - 3% sgo0 | /0402 : ' n 3%
$60,000 - - 2%  $60,000 - - 2%
$40,000 - $40,000 -
$20,000 - - 1% <0000 - - 1%

$0 - - 0% $0 I l 0%

2011 2013 2015 2011 2013 2015

ld Average Annual Salary ssssSurvey-over-Survey bd Average Annual Salary ssssSurvey-over-Surv

RSAConference2015 - ###



Cybersecurity workforce shortage

What is Shortage? s
Shortage in an Imperfect Market
Price
A Supply
A
A
A
A New Demand
Demand

e

Quantity -
RSAConference2015 ;‘a



Workforce shortage impacts
e

W #RSAC

Workforce Shortage Effects

What is the impact of your organization's shortage of

information security workers on each of the following?
(Selected as Top 2 on a 5-point Very Great Impact-to-No Impact at All Scale)

On the existing information security...—ﬁ 71%

On the organization as a whole |l 59%
On security breaches |l 50%

RSAConference2015 ?‘“



Workforce shortage impacts
-

Workforce Shortage Effects W RS

What you can see

Security professional efficiency

& Outsourcing
Technology leverage to reduce
security professional workload _

What you can’t see

Pushing security tasks to
IT professionals, a force
multiplier

Security tasks are getting
left undone or performed
sub-optimally

RSAConference2015 - ## '




Opposing Perspectives on InfoSec Hiring and Interviewing
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GOVERNMENT-LED CYBERSECURITY FRAMEWORK

Framework for Improving Critical Infrastructure Cybersecurity

http://www.nist.eov/cyberframework/upload/cybersecurity-framework-021214-final.pdf




About the Framework

IDENTIFY

PROTECT

DETECT

RESPOND

1 Framework for Improving Critical Infrastructure

Cybesecurity fviuplag NIST wazirgunsdunefiun
1.0 WoTui 12 nuaius 2014 szt,ﬂumﬁmmu
Presidential Executive Order 13636 38+ Improving
Critical Infrastructure Cybersecurity aanluinou
ANATUS 2013 Framework AR INANT Mo TEmINg
AARENTILLazMeuYaasgingldian wnndn 1 U
lun13399in

Framework %\‘1@EJ"U‘lmﬁﬂﬂ’]i"U@ﬂﬂ’]’iU%Wﬁﬁﬂﬂ’]iﬂ’J’]ﬂJL?iEJ\‘]
UseNaumie 3 @Iufe @2uued Framework core bakn
SIUNNTOIRINTIUUATHATNSF LA T UAIUaenAY T
ATAI1ELASU IR IUSN WU TINTUIIU 5 UTLbnnluieas
mMsUsmnsdaniseudeslaues Avidentify, protect,
detect, respond Wa¥ recover



Maturity model for Improving Cybersecurity
o

T Framework implementation tiers AMAUALLINIIAITINTEAUNITUSINTIANIIAMNLELSUIUeS
UYDIDIANT AILLFITZAU 1 (partial) — 4 (adaptive)

1 Framework profile @sazviounaansauautiuasUasnseilaainnisuifanssuly

a va

Framework core [JUfuR

PROFILE EXAMPLE: —m

TARGET ACTUAL A
Identify [N |
Protect [N —

Detect NN

Tier 4: Adaptive

Tier 3: Repeatable
Tier 2: Risk-Informed
Tier 1: Partial




O

CSF Implementation - Intel Case

USENduma tnsudaiusiulu
Framework 11a3uddulufaunun1ius
2013

uihilesanauinvesusenitivgjunn 3
business unit Ly computing platform
UUNN (WINNTNAULEY platforms) 3
Fonflawrilasainniisesnsounquay
Office wag Enterprise deswnaudauil
Uitmguatesuazidusiiiuvdndaudy
LAgLNTiEe

0 lewidenAanIsuan 21 categories LagLial

8nuila category 1509 Threat intelligence
Falaifilu Framework

Business Environment
Asset Management
Governance

Risk Assessment

Risk Management Strategy

Access Control
Awareness/Training

Data Securi

Protective Process & Procedures
Maintenance

Protective Technologies

§!l‘i‘lii‘llli

Anomalies/Events
Security Continuous Monitoring
Detection Process
Threat Intelligence

Response Planning
Communication

Recovery Planning
mprovements
Communications

[ Improvements |

Design

Office Manufacturing  Enterprise

Focus Areas

Services



CSF Implementation - Intel Case

NANRUIATINTUITOI USENDUNAY WU

v A

Framework 1Juin3asiiaddgyiinszauliinnig
deansngluifeniuaudes n1smuaunely N3
USMInNIsANEeY waznisvinaululunianig
N ¥ o v 1 A 14
WAy Framework vilvivangausudeansiagly

AW LALINUY

Our Final Result

Identify

Business Ervircnment

Risk Management Strategy
Protect

Access Control
Awareness/Training

Data Security

Protective Process & Procedures
Maintenance

Protective Technokgies

NCOTIONAL / EXAMPLE ONLY
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CYBERSECURITY FUNDAMENTALS:
AN UNKNOWN FACTOR & OUTSIDE IN AND INSIDE OUT MONITORING




There are known knowns. These are things we
know that we know. There are known
unknowns. That is to say, there are things that
we know we don't know. But there are also
unknown unknowns. There are things we don't
know we don't know.

Donald Rumsfeld



An unknown Factor in Cyber Security

wnAslumsUsziiuauidswes Cyber Security Tulanuiwasuudasiuanimumin
9fn Risk = Threads * Vulnerability * Impact
U99Uu Risk = Threads * Vulnerability * Impact + Unknown factor

lunnesdnstensdsiinesaziasviielinsssiasuindunnou wu
miuaaﬁmﬁwmﬁgﬂﬁaqLL&iuu'i%ﬂﬁﬁﬁﬁzimMmq Cyber Security
AUUD NN YTZUUVDUT
Technology \Waeuly Ty
T Supply Chain (szuuiifnsiadiu) dudauauinanuRanain
FRIERF IR R PTG
GIHNEHE

LLav?ﬁﬁth%fﬁLmLﬁuéqﬁLﬁ’]ﬂaqﬁ’uhﬂﬁuavﬁmvLﬁuﬁmmaq security breach

14 Internet Securlty UULLNLﬁ’]MWQu{j@QﬂULLﬂi%u ‘VIWENEJE]lﬁ‘U’J’] risk ﬂ‘ENﬂJ’e]EJLWEJQLLG]"UU
ms{]amwmmuaamﬂw risk Yuanas



Countermeasures Paring is Enough?
o

Break Strong Cryptography Physical isolation

High
High assurance hardware

Driver/BIOS/Hardware
{llineraniity, Zoro:Day) Hardened operating system
ATTACK VECTORS  #ypenisorreach i
Network App whitelisting

3 Data protection/encryption
g  Log consolidation
Network segmentation

£
=
o
@
=
S
>

COUNTERMEASURES
High

Low




Need to Anticipate Future Use (and
Abuse) Cases

Vehicle to vehicle
communication
.... and road rage

hacking
Tracking & Hacking:

Security & Privacy Gaps Put American O O O O
Drivers at Risk

MARKEY

...and energy theft

Home automation
... and stalking



Risk Management

ANUFULBUVDINISUDINUNUING DNV Risk duanad (F99ea1UN1928A G380 28) L
28191577 risk TuALlUIN19aAaUE 0 FItUNISUSLIUANULASERUAD LU TU 2

USELAN AB
*  Avoidable Risk (Uasnula)

*  Unavoidable Risk (Jasfiulsla viseasdnsenavzliiaes il Risk duilet)

The Security Project

100

RISK

Intrusion Detection |
Endpoint

Management
.>

Patching

Low COST High

e .

Managing Risk

100

RISK

Avoidable Risk

Unavoidable Risk
s , DX

Z f'/// Y T
AIS TAION

VGV

Low COST




Risk Categories
N

O MANBININTINLAIILNUIN Risk U1azuwuawdu 4 Quadrant As179AB
o Risk Misszylausdammatiaaiulalaiddn
0 Risk Mssvyldnagannsatoaiuls
0 Risk Mialilanunsasyyldusnsyntininged

0 Risk Mislalanunsaseylavaslinssninaeiiod

U

Y #RSAC

Knowns vs. Unknowns

A Lot

Known Unknowns

What we know

We don’t know We know risks exist
what risks exist that we can’t identify

Nothing

Nothing What we know about things we know A Lot %
RSAConference?015 -



Challenges
N

° ?Né’ummﬁﬁmﬁa quadrant 71 3 (What don’t know what risks exists) lagisisosnealn

psAnsiAdeuluds quadrant i 2 (we know a lot about risks we can identify)

Knowns vs. Unknowns: Putting it all Together * ™°

A Lot

System and machine logs Internal/External Audit results
Calls to the help desk Business records

2 Internal discussions Lawsuits

8 Lessons learned but not shared Press (good and bad)

£ Encrypted data/files Measured impact of service loss

(]

= I from fail

5 How long to recover from failure Counterfeit/inferior hardware

- Existence of undocumented devices, - Social media postings

; networks, or data - Unauthorized software

Dependencies on others
Former employee accounts

Zero-days in software

We don’t know what
Nothing RICCLELRLGE

New versions of malware
Intentions of malicious insiders

We know there are things
we don’t know

Nothing What we know about things we know A Lot %



Internet of Things Risk Formula

Base Risk

ility

Future
Aggregation

Risk for

=L Future Use Risk . Other
/ Misuse (of more ‘;ev'ces) 4|  Stakeholders
Cases : an (including those
Reliance on not initially
Other Devices anticipated)
(Network Effects)




Lessons Learned

Fudlalaeudnnsfions focus ludsiisdegudmaznereumensanqatusenluinniu
A monthly incident report (basic 1eslu quantitative whﬁ?u)
Quarterly statement of risk (update risk ﬁﬁuwﬂmﬁ])
Monthly vulnerability report

Monthly exception report

Access review summary (310 log#ine] 1L RNIAULEEN)



LEGAL ISSUES




Privacy issues

mensniwaluladlie Adndusedinisiauingauemeisossumalulagiug usnaind
Sesveanaluladluly aluladndmaanzBesnglulssmamntuy dulugaziivitssiusig
Usznd FaudazUszmandiunsiuiamanieldnseudiunaedilnevesines waznguueiudas

UsewlddsAuaghsimnuuwansineiu Jaihbiiaedgmilunisussaumvsedowetayaiu 1us

n1sAuATEYRYadINYARaYeY EU uidunauin & US Ussaulymlunisiesweneuynna/
wnas/3ng nUssinalungu EU @sldngilidu immunity 83 28 Ussina usnanniidisies
a €1 @& W aa = v < Y ' I &V 1
Anseiindudeyalssianianinistendunduneiurang v wu vinldidudeya PIl Al
Jeym wsngladiudayai sensitive wenanildsdossaliuunnaiiieitassie

lgfin1siaue case Niniliun1sdia fie nsensrnsadsansgasnIvelidiugluuauinids

Toya mez@nnesiiutayasgluwauin

lunsFesvelvidmeundngiunlasunisAuaseaniels EU Legal Framework 8133013

negotiate fuUsEwAMNEITRe Iealunsivteyaluwuimaildilameiasandunis
AIYANUTELNTE I



VISITING GOOGLE AND MICROSOFT




Google and Microsoft




